GOVERNMENT OF KHYBER PAKHTUNKHWA

COMMUNICATION & WORKS DEPARTMENT.
No.SOG/C&\V/Misc/l-3/2024/#()126
Dated Peshawar, the: 06.09.2024

1. The Chiei =agineers (Mega PrOJectIForlegn
Aid/North/iifaintenace/CDO/South-I-ll)
C&W Deperiment. :

2. The ChiefEhgineers (East)
C&W Dep:r'ment Abbottabad.

3. The Mana; iig Director,
Pakhtunkh va Highways Authority.

4. The Direct. ! (Technical)
C&W Depz “ment.

5. The Sectio:. Officer / Accounts Officer,
C&W Denez iment.

SUBJECT: TARGETE.) _ADVANCE PERSISTENT THREAT (APT) AGAINST
GOVERNN ENT OFFICERS (ADVISORY NO.14) :

| am dire- d to refer to the subject noted above, and to enclose herewith
a copy of Home ¢ Tribal Affairs Department Khyber Pakhtunkhwa letter
No.SAW/HD/PSS/Advixr . /2024 dated 16.08.2024 which is self-explanatory for further
necessary action please

Encls As Above
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(MUDA HAN)
SECTION OFFICER (GENERAL)
. . ENDST OF EVEN NO. % ATE:

0‘\\ Copy forwarded to the:-
\ 1. PS to Secretary { <W Department 5 \ / N
2. PAto Additional : cretary (Admn) C&W Department aV
' . PA to Director-iT &W Department. 01 o
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(}()VERNMENT OF KHYBER PAKHTUNKHWA
“HOME & TRIBAL AFFAIRS DEPARTMENT
l\ln.S/\W/llD/l’SS//\(lvismy/Z()le, Dated 16.08.2024

To .
1. Senior M 2mber Board of Revenue, Khyber Pakhtunkhwa ~ 7
2. Provincia! Police officer, Khyber pakhtunkhwa =
3. All Admir'strative secretaries, Khyber Pakhtunkhwa 2Sr,
4. All Divisinal Commissioners, Khyber Pakhtunkhwa , 4
5. Registrat F'eshawar High Court, Peshawar “N
6. The lnsp;‘c'.tor General Prison, Inspectorate of Prisons, KP :;" i _
7. The Direci«y General, Prosecution Directorate, KP i’ f«é / o /
8. The Direcinr Public Safety & Police complaints Commission,"KE _ S
9. The Direicior. Reclamation & Probation, KP \ G
TARGETFED ADVANCE PERSISTENT THREAT (APT) __AGAINST
Y NO. 14)

Subject: : ‘
GOVERNMENT OFFICERS (ADVISOR

d above and to state that NTISB,

dvisory regarding cyber attacks on
WhatsApp numbers and

Dear Sir,
| directe” o refer to the subject note

istan has shared an a

Cabinet Division, Govt ¢f Pak
h different

Telecom/IT gadgets ¢ government officers throug
phishing emails(copy © ‘advisory enclosed)
Keeping ¢ Jiew the above, it is request

-, advisory to all-of you: ¢ ff with directions not to down

24 _
< WhatsApp numbers or :'».z;s)pond to such emails, please. -

. /,
. Kind regards; / /
[/ L

vkv
. L
) i, Ju Director P
_\‘4 ‘\‘\wwb Q D Pr Mecretariat
AR AR , d
Encl: as above
Copy forwarded for info’1nation to: "
1. Principal Secrefary to Chief Minister, Khyber Pakhtunkhwa
2. Principal Secretnry to Governor, Khyber Pakhtunkhwa
" PSO to Chief Sz crétary, Khyber Pakhtunkhwa
taries, Home Department

3
4. All Additional 3¢ cretaries / Deputy Secre
5. PS to Additiona: Chief Secretary, Home Department, Khyber Pakhtunkhwa

ed to kindly disseminate the above
load or interact with any unwanted
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provincial Security Secretariat
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GOVERNMENT OF PAKISTAN 2669

CARINIEU SECRETARIAT 159 -y
CABINET DIVISION
.. . (NTISB)
I°. No. l-5/3(,‘(')'*_/f-?-l(f\"l'l{\'l‘~ll) Felimabad, the 20 Jale 200
Subject: 'l‘-\rg ced_Advaneed Persistent Uheeat (ALT) _against_ "ovgumwm.

Office: 3 (Advisory. No, 14)

A aigcad AT aack has been launched against government officer.
through diflere: i"vf\\'"hi“-""\i’l‘ numbers and phishing emviile, "The attacker i iy
vatious mobile n"‘\_;pl)'crs and enuils with fake domains to send different messages,
while attempting £ Jaunch a cylier-attack through malware. The attacker sends Remote
Access Took (RA ) files i in RAR fonmt for accessing the devices. The WhatsApp

- numbers being us; 4] are 923176723167, 03357837013, 03557877912, 03552217450,
0355787912, 03.)5._“825375, 03557946757, 03115700308, 03552666591.

2. .. All deparunents may kindly instruct their officers & staff not to download

any files received ‘rom the aforementioned WhatsApp numbers or any unknown

numbers/emails to.yrotect their data.

3. ‘Kindly { sseminate the above information to all concerned in your
vrganizations, ali attached/affiliated departments and ensure necessary

.\/'

protective mcas»r « -

Assistant Secrethry-IT (NTISB)
Q Ph# 051-9204560

e

(Muhammad l.'sman Tariq)

All Secretaries of M- nistries/Divisions of the Federal Government and Chief
vernments

Secretaries of the Pre vincial

¢

Principa! .sccrct:lry to the PM, Prime Minister's Secretariat, Ishm'\bad (O

Secretary to the President, Aiwan-e-Sadar, Islamabad \r)\

Copy to:

1
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3. Cabinet £ ¢cretary, Cabinet Division, Isl.mmb'ul ‘
4. Addition.| Secretary-I1I, Cabinet Division, Islamabad
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Director “3eneral (Tech), Dte Gen, I1SI Islamabad
Director ("), Cabinet Division, Islamabic \
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